
 

  

JOB DESCRIPTION & PERSON SPECIFICATION 

 

 
Job Title: Cloud Software Engineer 
 

 
Location: Mansfield or Hunmanby 
 

 
Department: Controls and Automation 
Engineering – Cloud Engineering Team 
 

 
Contract: Permanent 

 
Reports To: Team Manager (Cloud) 
 

 
Direct Reports: N/A 
 

 
1.0 Job Summary & Role 

 
2.0          Key Responsibilities & Main Duties 

• Participate in requirements capture and contribute to application architecture 
discussions, taking ownership of assigned development tasks through to delivery 

• Support the team in ensuring application-level reliability, quality standards, safety and 
security objectives are met within platform services and APIs 

• Assist in building and maintaining monitoring, alerting and dashboarding solutions 
using Grafana and OpenTelemetry 

Deep Sea Electronics is a global leader in the design and manufacture of generator 
controllers, automatic transfer switch controllers, battery chargers, and vehicle and off-
highway control systems. With over 200 employees across four continents, we supply our 
products to customers in more than 150 countries, both directly from our UK head office 
and through a well-established international distributor network. 
 
As a Mid-level Cloud Engineer within the WebNet team, you will work across application 
and platform development. You will have solid working knowledge of one or more 
object-oriented languages, such as PHP, Golang, Node.js (TypeScript) or C#, alongside 
web technologies including TypeScript, HTML and CSS. The role focuses on developing 
and delivering application-level platform services, APIs, IoT integrations and backend 
tooling for the DSE WebNet platform. 
 
Your primary focus will be the continued development of DSE WebNet, DSE's IoT 
platform. You will also contribute to a range of supporting tools and business systems. 
DSE operates in the energy control and automation markets. Its products support power 
generation and control across generator sets, renewable energy systems, microgrids 
and off-highway machinery. 
 
You will contribute to application and platform development across WebNet, applying a 
developing track record of problem-solving and quality-focused software delivery. You 
will collaborate closely with the team, respond positively to technical guidance and 
continue to build your application architecture skills. You will take ownership of assigned 
work, raise risks and issues proactively, and continually develop your technical 
capability. 
 
Working within a multidisciplinary team, you will bring strong communication skills, a 
practical can-do attitude and a genuine interest in innovative technology. This 
opportunity offers valuable experience in industrial controls, IoT infrastructure and 
cloud-native best practices. 



 

  

JOB DESCRIPTION & PERSON SPECIFICATION 

• Work with the Cloud SRE to understand platform reliability metrics and ensure 
application code supports robust, performant and maintainable services 

• Develop a working understanding of cloud infrastructure across GCP, Azure or AWS, 
collaborating with senior engineers and the Cloud SRE on infrastructure 
requirements 

• Develop and deploy containerised application workloads using Docker and 
Kubernetes, working with the Cloud SRE on cluster-level operations as needed 

• Work within CI/CD pipelines using GitHub Actions, delivering application code 
through automated workflows from commit through to production 

• Contribute to the improvement of development standards and SDLC practices as the 
team evolves towards a fully automated delivery process 

• Develop platform-level services and tooling in one or more of PHP, Golang, NodeJS 
(TypeScript) or C# 

• Maintain and extend WebNet's MQTT broker infrastructure and WebSocket/HTTP 
API layers 

• With a focus on IoT protocols and technologies, remain up to date with the latest 
developments and bring forward suggestions where relevant 

• Be open and innovative in the use of new programming platforms and tools 

• Participate in software and infrastructure design reviews and apply agreed coding 
standards and best practices in your own work 

• Demonstrate diligent use of company version control systems and good Git discipline 

• Support software deliveries through test, production and commercial deployment 

• Produce professional documentation as a key part of the full development lifecycle 

• Collaborate with the Cloud SRE on platform operational matters and contribute to 
post-incident reviews where relevant 
 

3.0        Internal & External Relationships 
 

• The Mid-level Cloud Engineer will report directly to the Team Manager (Cloud) and 
work within a WebNet team alongside two senior Cloud Engineers and a Cloud SRE. 
They will receive day-to-day guidance and mentorship from the senior engineers and 
are expected to engage actively with that support, ask questions, and develop their 
skills over time. 

• Beyond the immediate team, the Mid-level Cloud Engineer will liaise with relevant parts 
of the wider business as required, including Engineering management, Test & 
Approvals, Technical Support and Product Management. Good communication skills 
and a professional manner are expected in all cross-functional interactions. 

• The Mid-level Cloud Engineer will be required to periodically visit alternate business 
sites for training, information transfer and team cohesion. There may also on occasion 
be a requirement to visit customer sites. 

 
4.0         Key Performance Indicators  
 

• Successful delivery of quality software solutions that meet requirements and are 

completed to agreed timescales 

• Demonstrable improvement in personal technical capability and output over time 

• Application code meets agreed quality standards, test coverage expectations and 

delivery practices 

• Good communication with both technical colleagues and managers 

• Proactive engagement with mentorship, technical feedback and personal 

development 

• Growing application knowledge of industrial control and IoT systems 



 

  

JOB DESCRIPTION & PERSON SPECIFICATION 

5.0         Essential/Desirable Factors  

Knowledge 

Essential: 

• Working knowledge of one or more 
of PHP, Golang, NodeJS 
(TypeScript) or C# 

• Familiarity with MySQL or NoSQL 
fundamentals 

• API design and programming 
(JSON/REST) 

• Competent user of Git for source 
control management 

• Awareness of IoT technologies and 
protocols such as MQTT and edge 
devices 

• WebSocket and HTTP fundamentals  

Desirable: 

• Background in electrical systems or 
knowledge of the power generation 
industry 

• Familiar with PHP socket daemons 
and stream wrappers 

• MySQL configuration and 
performance tuning 

• NoSQL Server Administration 

• Exposure to Grafana 

Skills & Attributes 

Essential: 

• Excellent team player with 
collaborative problem solving and 
troubleshooting capabilities 

• Able to break down tasks and 
produce reasonable estimates of 
effort with guidance 

• Comfortable working in a fast-paced 
environment 

• Enthusiastic and optimistic with a 
genuine passion for cloud-native 
and IoT technology 

• Receptive to feedback and 
mentorship, with a proactive 
approach to personal development 

• Good communicator with technical 
colleagues and wider stakeholders 

Desirable: 

• MAUI Mobile App Development 
Framework 

• Experience with Agile/Scrum 
methodologies and Jira 

 

Experience 

Essential: 

• Familiarity with Docker and 
containerised application 
deployment 

• Awareness of infrastructure-as-code 
concepts (Terraform and/or Ansible) 

• Some experience working within 
CI/CD pipelines (GitHub Actions 
preferred) 

• Basic understanding of cloud 
platform concepts across GCP, 
Azure or AWS 

 
 
 

Desirable: 

• Exposure to Hypervisor setup and 
configuration (vSphere/ESXi) 

• Experience with server hardware 
and physical cabling 

• Grafana and OpenTelemetry 
observability tooling 

• Cloud networking fundamentals: 
VPCs, subnets, firewalls, load 
balancers, DNS 

 



 

  

JOB DESCRIPTION & PERSON SPECIFICATION 

Qualifications 

Essential: 
 

• Qualification or Equivalent 
Experience in Software Engineering 
or Cloud Engineering 

 
 

Desirable: 

• Bachelor of Science in IT/Software 
Engineering or equivalent 

• Cloud certification: GCP 
Professional Cloud Engineer, AWS 
Solutions Architect or Azure 
Administrator 

• CKAD or CKA (Certified Kubernetes 
Application/Administrator) 
 

 

 
  

Created by Dated Created 

Cloud Team Manager September 2026 


